BREAKING




NO PEEKING!



EMBRACE THE BURN










Onceuponatimeina

galaxy far, far away...



PROS

@ Powerful

@ Significant
coverage of Vulns

@ Industryfan fave

CONS

@ Horrible UX
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CONS PROS

@ Not as Powerful @ Free

@ Less Vuln Coverage @ People actually used it

@ Not even a SAST tool



Change management begins
whenyou are looking at the
tool or service...

Not after you have already decided
the direction
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TEAMWORK!



Onboard everyone to

SonarQube...

And introduce a quality gate
into pipelines to ensure that

everyone would use it






| Legacy code not supported by SonarQube were pushed to a later version

9 Monstrously large codebases that took days to scan had a bespoke solution for a

later version

3 We drew a line in the sand - only newly committed code from after the quality gate

was installed would break build on failure to pass

4 we gave the people SonarLint



Early majority

Laggards

/

Innovators 3 o

Early adopters Late majority



WIIFM?

¥ Hook | ©® Hook 3
Shift left - spend less time fixing Fix the vulns as you write the code,
vulns in the long run not when you can't quite remember

how it works again?

¥ Hook 2 ¥ Hook 4
Why do you want to commit new Empowers devs to have better
Vulnerabilities to your code? conversations when their work is

ready



CHANGE MGMT STEPS

Have a great team that trusts and works with each other well
Talk to your stakeholders - don't just assume!
Find your change champions and leverage their enthusiasm

Learn what works (and doesnt work) during the roll out and be agile



THANK ' YOU
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